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Abstract

The statistical analysis of data stored in data warehouses
is an important phase in the organisation’s strategic plan-
ning process. For the maximum benefit to be gained from
such data warehouses, a relationship of trust needs to ex-
ist between all parties involved. In this paper we investi-
gate its importance with respect to the statistical security
problem. Understanding trust relationships in this context
is particularly crucial since an individual’s privacy cannot
be guaranteed using traditional security mechanisms.

1. Introduction

The past few decades have witnessed ever increasing
amounts of data being collected and stored by both indus-
try and governments alike. The potential benefits that arise
from the analysis of these data range from improved market
analysis, via strategic planning, to scientific research and
development. Due to the typically multidimensional and
hierarchical nature of data warehouses, OLAP operations
allow for the analysis of data at varying levels of aggrega-
tion [6]. In this paper we focus on the statistical analysis of
the data in a warehouse at its lowest level of aggregation.
This view of the data is equivalent to microdata in Statisti-
cal Database literature [17]. In this context users can only
retrieve aggregate statistics such as SUM, COUNT, MEAN
and AVERAGE. The aim of Statistical Disclosure Control
(SDC) is to provide the highest quality statistics while also
preventing the disclosure of values from individual records.

One application of a statistical data warehouse in the area
of health administration is Australia’s controversial Health-
Connect initiative [13]. The aim of the scheme is to imple-
ment electronic health records that can be linked and shared
across various organisations. However, as such data ware-
houses will contain personal or otherwise sensitive informa-
tion about patients, there is a potential for the invasion of the
individual’s privacy. In general, whenever private and sen-
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sitive information is collected about an individual, there is
a potential to breach that person’s privacy.

Recent work in the area of computer security has seen a
shift from so-called hard security methods, such as authen-
tication and access control, to soft security or social con-
trol mechanisms [8]. In this current environment there is a
movement towards the analysis of trust and risk in the field
of Trust Management [7]. The main objective of this paper
is to apply the principles of trust management to the area
of SDC so as to better understand the important role trust
plays in such systems.

The structure of the remainder of the paper is as follows.
In the next section we define trust and discuss various types
of trust and the difference between trust and distrust. We
then introduce the statistical security problem and stress the
importance of trust to the collection and management of
data. We also discuss the trust relationships that exist in
the context of a secure statistical data warehouse system. In
Section 4 we present a model of a secure statistical database
system with trust as an essential component. We finish with
a discussion of future research directions and concluding
remarks.

2. Trust

Trust is an intrinsic part of the human experience. Yet,
for a concept so fundamental to our very existence, it is a
mysterious beast, both challenging to pin down and awk-
ward to model. In order to gain a better understanding
of trust we first establish the context and the stakeholders
within it. For the purpose of this paper we define a trust re-
lationship as an asymmetric relationship occurring between
two parties, the trustor and trustee. The trustor is the trust-
ing party, while the trustee is the trusted party. In effect, the
trustor is placing their trust in the trustee. In our secure sta-
tistical data warehouse system we have three stakeholders,
namely the Data Source, Data Manager, and Data User.

The Data Source is the person, or system, providing their
information to the Data Manager. The Data Manager is
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responsible for the collection of data and the creation and
management of the data warehouse. The Data User relies
on the Data Manager to provide high quality data on which
they then perform various statistical queries. We discuss
the complex trust relationships between these various stake-
holders in more detail in Section 3 and Section 4.

2.1. Trust Considered

To aid our discussion of the various properties and causal
factors related to trust, we give the definition of trust pro-
posed in [7].

Definition 1 (Trust) Trust is the extent to which
a given party is willing to depend on something
or somebody in a given situation with a feeling
of relative security, even though negative conse-
quences are possible.

The notion of dependence is at the heart of trust, and
is reflected in the “willing to depend” component of the
above trust definition. The need to delegate a task to an-
other person is a necessary condition for trust [7, 5]. By
trusting another, we are delegating an important task which
we would otherwise be unable to complete ourselves, or at
least not easily. Closely related to the notion of dependence
is reciprocity defined by Mui et al. as a mutual exchange of
deeds, both positive and negative in outcome. The authors
argue that reciprocative actions help a person to acquire a
reputation [14].

Reputation and credentials are also closely linked to
trust, particularly in relation to open distributed systems
such as the Internet [1, 7]. These concepts embody the
“feeling of relative security” component of the above trust
definition. A reputation allows us to infer something about
future behaviour based on an informed observation of past
actions [1]. Reputation systems allow for a reputation to
be accrued and assessed on a global scale without the usual
face to face personal interactions [7].

Perhaps the most discussed component of any trust defi-
nition is the notion of risk, embodied in the above trust def-
inition as the possibility of “negative consequences”. While
risk is not directly part of any trust definition, it is strongly
related to the likelihood of cooperation occurring between
the trusting parties.

We note that context is very important to any definition
of trust, as shown by the excerpt “in a given situation” in
Definition 1. In his formalism of trust for artificial agent
systems, Marsh [11] discusses the importance of context to
trust in a given situation, and particularly the utility and im-
portance of the outcomes of the trusting relationship. An-
other quality of trust relationships is that they are fluid or
dynamic, not only depending on context, but also changing
over time [11].
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Before looking at different types of trust, we briefly out-
line work done on defining trustee characteristics. McK-
night and Chervany [12] have compared cross-disciplinary
definitions of trust and extracted four high-level trustee or
trust referent characteristics of the trustee; benevolence, in-
tegrity, competence, and predictability. A benevolent party
acts in a caring way in order to achieve the greater good,
rather than acting opportunistically. Integrity refers to act-
ing truthfully, and acting in good faith. Competence is the
ability or power to achieve what is needed. Predictability
refers to a consistency of trustee actions in a given situa-
tion, be they of good or bad consequence.

Having discussed various important aspects of trust and
its importance in forming collaborative relationships, we
now briefly analyse the fundamental differences between
trust and distrust.

2.2. Trust and Distrust

Just as trust is fundamental to the formation of coopera-
tive endeavours, distrust can just as quickly break down re-
lationships and stall collaboration. Distrust has often been
described as the opposite end to trust along a continuum,
where trust values fall in the range [-1,1) with total distrust
being -1, no trust being 0 and close to 1 being high trust
[10]. This definition precludes the idea that we can have
both a high level of trust and distrust co-existing. However,
it is easy to find a counter-example, for instance we can
imagine allies in war simultaneously trusting and distrust-
ing each other [12].

Marsh and Dibben [10] perform a detailed analysis of
various aspects of trust and distrust and come up with four
separate terms: Trust, Untrust, Distrust and Mistrust. They
describe trust in a similar way to Definition 1, and distrust
is defined as a negative measure of how much the trustee is
actively working against the trustor to prevent the comple-
tion of the delegated task [10]. Trust is placed in the trustee
only when the level of trust is higher than some coopera-
tion threshold [11]. This means that there is a gap between
trust and distrust, termed untrust, which describes how lit-
tle the trustee is trusted [10]. A distinction between mis-
placed trust and distrust is also conjectured. What Marsh
and Dibben term mistrust results from a default of trust in a
given situation [10].

The more accepted view is that trust and distrust are op-
posites of one another, yet also separate constructs [9, 12].
Lewicki et al. have outlined a theory of trust whereby high
trust and distrust can coexist in complex relationships [9].
However, if dealing with a specific context, it no longer
makes sense to talk about concurrently high trust and high
distrust. The same applies for the opposite end of the spec-
trum, when we have coexisting low trust and low distrust
[12].



3. Statistical Disclosure Control

In this section we introduce the Statistical Disclosure
Control (SDC) problem as it relates to statistical data ware-
house systems, and discuss the complex trust relationships
that exist between the system stakeholders.

The way in which data in the data warehouse is collected
can impact greatly on the accuracy and completeness of the
information stored; without quality data it is impossible to
extract quality statistics. We argue that when a person has a
low level of trust in an organisation, they are likely to pro-
vide false information. On the other hand, when they stand
to gain nothing from participating and face no possible pun-
ishment, they are likely not to provide their data at all.

So what are the potential consequences for Data Man-
agers when their Data Source has a low level of trust or high
level of risk involved in providing their data for future statis-
tical analysis? Clearly, having a reduced number of people
willing to participate and provide information is a problem
as it can impact on future data collection [16]. However, a
potentially more damaging outcome for Data Managers is
when individuals provide false or misleading information,
which is likely to occur when the individuals do not have
the option to withhold their information.

3.1. SDC Problem

The type of system we consider is a data warehouse that
only allows for statistical queries to be performed on the
data. There are two key conflicting goals in such a system.
Firstly, the Data Manager wants to ensure that sensitive in-
formation relating to individual records in the data ware-
house is not disclosed by answering queries. Secondly, the
Data Manager wants to ensure the highest accuracy of re-
leased statistics are provided to the Data User. These goals
are by their very nature in conflict, a higher level of security
(privacy) implies a lower quality/amount of released statis-
tics and vice versa. The real problem faced by the Data
Manager is how to find the best balance between these con-
flicting goals. This is known in literature as the Statisti-
cal Security problem or the Statistical Disclosure Control
(SDC) problem. Comprehensive overviews of this topic can
be found in [2, 4, 3, 16, 17].

To ensure the integrity of the data warehouse system, it
should be impossible for users to infer confidential values
from any sequence of aggregate values. A situation where
a user is able to determine some or all individual values
is termed a database compromise or statistical disclosure.
An obvious first step in protecting the statistical data ware-
house from such an individual would be to remove all di-
rect identifiers from the database. However, this alone is
not enough to anonymise the data [17], hence the statistical
security problem is typically dealt with in one of the follow-
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ing two ways: restricting queries that users can pose to the
system or adding noise to the data. Query restriction meth-
ods prevent compromise from occurring, while when noise
addition techniques are applied compromise is still possi-
ble, although the intruder has a degree of uncertainty about
the exact values. In either case it is important to find the
right balance between security and usability of the database,
where the latter is measured by the number and quality of
released statistics.

3.2. Trust Relationships in the SDC Con-
text

Before presenting our trust model, we first examine
the trust relationships that exist between the three system
stakeholders of our statistical data warehouse system: Data
Source, Data Manager and Data User.

Data Source and Data Manager. The Data Source
trusts that the Data Manager will not misuse their data, that
is, they will only use it for the purposes previously agreed
upon and seek permission before using it for anything else.
They also trust that the Data Manager will not on-sell their
information to a third party without their specific consent.
In addition to trusting that the Data Manager will only use
data for previously agreed upon purposes, the Data Source
also trusts that the Data Manager will properly manage their
data and keep sensitive information private.

In the reverse trust relationship between the Data Source
and Data Manager, the Data Manager trusts that the Data
Source will provide them with complete and accurate data.

Data Manager and Data User. The Data Manager
trusts that the Data User will not misuse the data provided
to them. One obvious way in which this type of trust could
be eroded is where the Data User agrees with the Data Man-
ager to only use the provided data for specific purposes and
then uses it for another purpose. The Data User is also
trusted by the Data Manager to keep private information
confidential.

In the reverse relationship, the Data User trusts that the
Data Manager will provide them with quality data.

Data Source and Data User. The Data User trusts that
the Data Source will provide accurate data, albeit not di-
rectly. Conversely, the Data Source trusts that the Data User
will not misuse their data, nor compromise the privacy of
any individual’s record in the data warehouse. The nature
of the delegation task itself impacts on the willingness of
the Data Source to participate and place their trust in the
Data User.

4. Model of Trust for SDC

To gain insight into the interactions between the stake-
holders we first model the trust relationships to illustrate



LEGEND

)

Actor

=)+

Task Dependency

o b

Resource Dependency

o

Goal Dependency

o )

Softgoal Dependency

Payment

Keep Private
Information
(Confidential

Data
Manager

Keep Private
Information
(Confidential

Provide
Accurate
Data

Keep Privatc
Information
(Confidential

Figure 1. Strategic Dependency (SD) Model of a Statistical Data Warehouse System

the extent and importance of trust in a well managed sta-
tistical data warehouse. When a breakdown of trust occurs
between one or more of the system stakeholders, there is
clearly a need to ensure that cooperation still occurs. So
how does a Data Manager decide when the system is operat-
ing effectively? We provide a trust model designed to assist
Data Managers in evaluating the relative levels of trust in
the system, so as to better recognise potential problems. We
advocate that the Data Manager then use a privacy protec-
tion framework to ensure that the needs of all stakeholders
are adequately managed.

4.1. Modelling Trust Relationships

We now model the trust relationships among various
system stakeholders using components of the so-called i*
framework, which was developed as a requirements engi-
neering tool for early stage system development [19]. The
framework allows for qualitative reasoning about oppor-
tunities and vulnerabilities of system stakeholders. This
framework has been previously applied to the modelling
of the role trust plays in system design highlighting areas
where an erosion of trust may develop [18].

In this paper we use a subset of the i* framework as pre-
sented in [18]. This subset is sufficient to model the in-
tentional dependencies within a network of system stake-
holders (actors), via a Strategic Dependency (SD) model.
Figure 1 shows a Strategic Dependency model for a statis-
tical data warehouse system, with the three system stake-
holders modelled as actors. As discussed in Section 2.1, de-
pendence and delegation are at the heart of trust, and with
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the SD model we are able to capture four separate types of
dependencies: task dependency, resource dependency, goal
dependency and softgoal dependency. These dependencies
should be self-explanatory, except possibly for the softgoal
dependency, which we define as follows.

A softgoal dependency exists when there is no specific
a priori principle for what constitutes meeting the goal but
rather the dependor and dependee must decide on an indi-
vidual basis if the goal has been sufficiently accomplished
[18]. For instance, in Figure 1 the Data Source trusts the
Data Manager to keep their sensitive information private,
while there is no clear-cut standard for how this confiden-
tiality will be achieved. Modelling trust as an i* soft goal
was first presented in [18].

Figure 1 incorporates all of the trust relationships that
were discussed in Section 3.2. We can use this figure to
reason about how low levels of trust greatly impact the
management of the secure statistical data warehouse sys-
tem. For instance, if a Data Source were to lose trust in the
Data Manager, they may then decide to falsify their data in
any future dealings with them. The Data Manager may not
become immediately aware of the change to data quality;
however, the Data User may notice a drop in quality of the
new data they receive. This would lead to a reduction in
the level of trust between the Data User and Data Manager.
It is not difficult to imagine the cyclic (feedback) affect of
such drops in trust levels between the system stakeholders.
The ultimate outcome could easily be that the Data User
no longer relies on the Data Manager to provide them with
data, causing loss of business to the Data Manager.



It is clear from this discussion that the various trust re-
lationships that exist between the three system stakehold-
ers are vital to the optimal operation of any statistical data
warehouse system. When there has been a breakdown of
trust between two parties it is essential that some mecha-
nism be employed to ensure that goals are still achieved and
the system runs smoothly. We now present a trust model for
a statistical data warehouse system that incorporates all of
the issues we have discussed thus far.

4.2. Trust Model

Our trust model in Figure 2 incorporates the spirit of the
trust definition (Definition 1) from Section 2, and is based
on several existing models of trust in the literature, namely
that of Mayer et al. [15], Marsh [11] and McKnight and
Chervany [12].

Trustee’s
i Risk
Reputation
Trustor’s
B Trust in
Propensity
to Trust a Given F Outcome
Trustor’s Situation
Propensity
to Distrust
Context
in a Given
Situation

Figure 2. Trust model for Statistical Data
Warehouse system.

In Figure 2 we can see that the trust in a given situa-
tion is a function of the trustee’s reputation, the trustor’s
propensity to trust, the trustor’s propensity to distrust and
the context in a given situation. This resultant trust is mea-
sured against the perceived risk via a cooperation function
(F), such as that proposed in [11], to decide if the trust dele-
gation will occur. The outcome of this trusting relationship,
either negative or positive, is then used to update the con-
structs on the left-hand side of the model. We now examine
each individual component of the model in more detail.

The trustee’s reputation is based on the four key trustee
characteristics presented in [12], which are competence, in-
tegrity, benevolence and predictability. The perceived levels
of each of these contributing factors will be constantly up-
dating via the feedback loop shown in Figure 2.

The trustor’s propensity to trust is based on McKnight
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and Chervany’s ‘Disposition to Trust’ [12] or Marsh’s ‘ba-
sic’ trust [11]. This refers to a person’s general trusting
disposition, or how they trust in general, regardless of the
situation or the person being trusted. As with any type of
trust, the level of trusting disposition can change over time,
depending on the outcomes of trusting relationships. Simi-
larly, the disposition to distrust relates to a general tendency
to not be willing to depend on others in general [12]. At
first glance it may appear that there is no difference be-
tween these constructs, but as discussed in Section 2.2 we
prescribe to the view that trust and distrust are opposite yet
separate constructs [9, 12].

The fourth factor that contributes to trust in a given sit-
uation is the context of the situation itself. The situation a
person finds themselves in will alter the level of trust that
they feel towards another. Two important factors to con-
sider here are the utility and the importance of the outcome
of the trusting relationship [11].

When the level of trust in the given situation has been es-
tablished it needs to be compared to the level of perceived
risk and a decision made as to whether to cooperate or not.
The function used to decide if cooperation will occur is
analogous to the so-called ‘cooperation threshold’ proposed
by Marsh [11]. When the level of trust is higher than the co-
operation function, then the trustor will delegate to, or place
their trust in, the trustee. Conversely, when the level of trust
is below the cooperation threshold, then they will choose
not to cooperate. In the case of the Data Source being our
trustee, their choosing not to cooperate would result in them
withholding or altering their information.

Marsh defines a cooperation threshold as the level above
which situational trust must be for cooperation to occur
[11]. He incorporates the level of perceived risk, the
trustee’s competence, the trustor’s general trust towards the
trustee, and the importance of the situation in his calcula-
tion of the cooperation threshold. Our cooperation func-
tion is somewhat simpler than this because we have incor-
porated most of these elements into the calculation of trust
in a given situation. When the level of trust is higher than
the perceived risk, the trustor will delegate to the trustee,
and when it is lower, they will choose not to delegate.

The outcomes of the cooperation between the trusting
parties is used in a feedback loop to incorporate the dynamic
nature of trust over time. If a trustee is able to achieve their
delegated task, then this could conceivably lead to an in-
crease in their reputation and hence an increased level of
trust in future interactions. A perhaps less obvious effect
of a negative outcome would be when the trustee’s reputa-
tion increases despite them being unable to complete their
delegation task.



5. Future Work: Evaluating Reputation,
Trustworthiness and Risk

In order for the type of model presented in the previ-
ous section to be of any use to Data Managers, we need
to be able to quantify all of the trust constructs presented.
The following is a discussion on some issues and evaluating
difficulties arising when the levels of perceived reputation,
trustworthiness and risk in a Statistical Data Warehouse sys-
tem.

We firstly look at how to evaluate the reputation and per-
ceived trustworthiness of the Data Source, that is, the person
providing information, some of which is of a sensitive na-
ture, to the Data Manager. One of the difficulties in assess-
ing the reputation of the Data Source is the lack of feedback
that can be obtained. This means that the application of any
traditional reputation system, such as those presented in [1],
would be challenging and leads us to require a different ap-
proach to assessing reputation.

Evaluating the trustworthiness of the Data Manager from
the point of view of the Data User and Data Source can also
be difficult. One reason for this is that often there is no
direct contact between the parties, particularly when talk-
ing about the Data Source. When it comes to evaluating
the trustworthiness of the Data User, their reputation will in
part be dependant on who the Data User is. That is, some
occupations are naturally more trustworthy than others. It
is also important to know for what purpose the data will be
used. For example, a recognised research project attached
to a well respected University is likely to invoke more trust
than a market research survey.

Evaluating the level of risk in a situation is just as im-
portant as evaluating the trust. One of the risks that a Data
Manager has to consider when dealing with a Data Source,
is whether they will withhold their information, or poten-
tially provide false information. When the Data Manager
is dealing with the Data User, they need to consider the risk
that the Data User may misuse the information. For the Data
User the main risks involve the perceived quality of the in-
formation they receive from the Data Manager. The risk
includes not only the Data Source withholding, or provid-
ing false information, but also the Data Manager’s incorrect
collection and management of the data before passing it on
to the Data User.

In conclusion, we note that evaluating reputation and risk
in a SDC context are challenging tasks, primarily due to the
lack of direct contact and/or feedback between the parties
involved.
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